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Abstract:

This article considers the problems of fighting crimes on the Internet, and defines new criminal acts committed by means of
global computer networks. The aim of the study is to develop a categorical conceptual instrument, to separate a new type of
cybercrime. The methodological basis of the study was the dialectic, comparative legal, sociological, systemic-structural and
statistical methods as well as case study method - the method of active problem-situation analysis, by means of which the
identification, selection and problem-solving in order to combat cybercrime was performed. The conducted study allows to offer
the authors' definition of cyberterrorism and to identify the distinctive features of cyberterrorism, to allocate it in an independent
kind of a crime and offer to include it in the Convention on Cybercrime as a separate article.

Keywords: cybercrime; information technology; terrorism; Internet
JEL classification: K24; K10; P37.
Introduction

With the increasing use of information technologies in various spheres of human activity, their use in committing
crimes also grows. The member countries of the EU are among the world leaders in terms of Internet
penetration. According to Internet World Stats, as of March 31, 2011, the total number of EU users is
338,420,555 people, the penetration rate is 67.3%, the increase in the number of users for the period of 2012-
2015 amounted to 258,5%. In terms of the Internet penetration, EU countries are ahead of the European region
as a whole (67.3% of the EU at 58.3% in Europe), and in the world second only to North America (78.3%).
However, some EU members have penetration rates of the Internet far surpassing the United States and Canada
(Figure 1).
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Figure 1. Indicators of Internet penetration
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In recent years, the use of the Internet creates more complex criminal processes. Against the rapid
criminalization of social relations, the network crime is transforming (its growth, the increase in its organized
nature, expanding the scope of criminal interests, the complication of the applied criminal schemes) as a natural
world process, directly connected to a significant increase in the role of information and communication
technologies in the information society (Brewster et al. 2015). The character of the criminological situation in the
network today is set by representatives of organized crime (Berger et al. 2016).

The legislation and judicial practice do not always timely respond to these changes, resulting in legal gaps
and violations of the legitimate rights and interests of citizens. Western researchers correctly believe that the law
must adapt to new realities (Staniforth 2014).

The aim of the study is to define the concept of ‘cyberterrorism’, to highlight its characteristics and legal
status.

The problem of crime on the Internet was considered by many scientists in their research. Levin and
McDevitt (2015) investigated the features of cybercrime, Shipley and Bowker (2014) identified the methods of
prevention of cybercrime; Furnell et al. (2015) revealed the essential features of crime in the Internet; Staniforth
(2014) considered the practical aspects of cybercrime; Shipley and Bowker (2014) investigated the causes of
crimes in the Internet; Solak and Topaloglu (2015) analyzed the crimes and their consequences in the Internet;
Berger et al. (2016) paid special attention to DNS traffic when committing cybercrime; Al-Garadi et al. (2016)
studied cybercrime at the present stage. It should be mentioned that most authors focused on the study of legal
problems of the crimes, other types of socially dangerous acts, which thanks to information technology have
reached new qualitative and quantitative levels; they did not raise or considered new types of cybercrimes.
Today the world community does not have a common view on the legal issues of cybercrime in the global
information and communication networks.

1. Method

The methodological basis of the research was the dialectic, comparative legal, sociological, systemic-structural
and statistical methods, as well as the method of social experiment.

The comparative legal method includes the analysis of current legislation and judicial practice of foreign
countries.

The use of concrete-sociological method allowed us to collect reliable information about the state of
cybercrime, its quantitative and qualitative parameters, as well as about the peculiarities of practical application
of existing legislation, including its problematic aspects.

During the social experiment, the construction of the most probable variants of development of the legal
situations related to cybercrime was possible, as well as the search for an optimal solution of relevant problems.
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In this study, we used the case study method — the method of active problem-situation analysis, with the
help of which was carried out the following: the identification, selection and solution of problems in the fight
against cybercrime; working with information — understanding the values of items described in the situation of
offences in the Internet; analysis and synthesis of information and arguments with the aim to develop proposals
to combat cybercrime; working with assumptions and conclusions; evaluation of alternatives and decision-making
in law enforcement practice on improving it.

2. Results

The national infrastructure of any modern state is closely connected with the use of the latest computer
technology. Daily activities of banking and energy systems, air traffic control, transportation network, even the
ambulance services are totally dependent on reliable and safe operation of the automated computing systems.
From year to year, the number of cyber-attacks on the websites of infrastructure and defense companies is
rapidly increasing (Solak and Topaloglu 2015).

Today, many researchers consider the Islamic State of Iraq and the Levant (ISIL) to be the most
dangerous group (Al-Garadi et al. 2016). In November 2015, American researchers counted at least 60 terrorist
groups around the world who joined the global network of the Islamic State; many of them were previously
associated with al-Qaeda (Levin and McDevitt 2015)). At the end of 2015, the group established an information
center al-Hayat, broadcasting in English, German, Russian and French. The English-language online magazine
‘Dabic’ is spread on the Internet, and the strategy of ISIL in social media has been so effective that it even
became the subject of research at the Brookings institution, USA (Goodman 2010). By analyzing the
international experience, the judicial practice, we can highlight the most important legal issues of cybercrime at
the present stage (Al-Garadi et al. 2016).

The basic problem of the fight against crime on the Internet is the transnationality of the network itself and
the absence of monitoring mechanisms needed for enforcement. The lack of mechanisms for the control of the
network from the inside, together with its accessibility and ease of use, become one of the major problems of
global information community. The decentralized structure of the network and the lack of national borders in
cyberspace led to growing opportunities for crime and delayed the development of legal control in the sphere of
use of information networks in committing crimes for years (Frunza 2016).

In recent years, information networks are developing too quickly, so the existing control mechanisms have
no time to react to new challenges. Cloud computing, automation of attacks, the vulnerability of personal
information in social networks, the proliferation of so-called ‘information weapons’, for example the, viruses - this
is an incomplete list of new security threats at the international level.

At that the crime does not require much effort and cost - it is enough to have a computer, software and
connection to the information network. There are special forums where you can purchase the software for
committing crimes, stolen credit card numbers and user credentials, and also use assistance services in
committing electronic theft and attacks on computer systems (Furnell et al. 2015).

Researchers have identified another problem, which leads to difficulties in fighting cybercrime — it is the
automation and speed of use of the Internet (Konradt et al. 2016). Computer data can be transmitted from one
spot of the world to another in a few seconds; almost any data transmission in the network usually involves
multiple countries, as information is broken into pieces and passes through the most convenient and available
channels (Ibrahim 2016). Itis very difficult to control the transmission of data in terms of their volume and number
of users (Shipley and Bowker 2014). The offender, the victim, the server with the necessary information can be
situated in different countries and on different continents; therefore, the cooperation of law enforcement agencies
of several countries in cybercrime investigations is required. The automation increases the risk of committing
multiple crimes without any financial and time costs (Frunza 2016).

The anonymity of the Internet, the vulnerability of wireless access makes it difficult to locate criminals, as
the crime can be used by a chain of servers (Katos and Bednar, 2008). The crimes can be committed through
the Internet via a public access point such as Internet café; the technology allows to get illegal access to
someone else's wireless network Wi-Fi. Thus, there is enough ways to hinder the investigation of crimes
(Sammons and Cross 2017).

The existence of the problem of territorial jurisdiction in cyberspace and legal cooperation has been
maintained by many researchers (Brewster et al. 2015). The investigation of crimes in information networks
typically requires quick analysis and saving of computer data that is very vulnerable in nature and can quickly be
destroyed. In this situation, traditional mechanisms of mutual legal assistance and the principle of sovereignty
make the investigation of transnational cybercrimes problematic (DeTardo-Bora and Bora 2016). The
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cooperation of law enforcement agencies requires compliance with many formalities. There is a question of the
observance of the fundamental principle of nullum crimen, nulla poena sine lege, when the dual criminalization of
the act is required: in the country, where the offender acted, and in the country where the victim is. The
difference in criminalization of acts, the differences in the definition of the severity of the offence, complicate the
process of law enforcement cooperation, sometimes making it impossible (Kirillova et al. 2014).

Thus, we can distinguish the following problems of fighting crimes on the Internet (Figure 2):

Figure 2. The main problems of the fight against cybercrime

Abscence of monitoring mechanisms

Number of users

Automation and speed of use of the Internet

Anonymity of the Internet

Territorial jurisdiction in cyberspace

In search of answers to the security challenges of the information society, the European Union has
developed a three-stage approach covering:

(1) special measures in order to ensure network and information security;

(2) legal regulation of electronic communications, including issues of information protection and privacy;

(3) the fight against cybercrime.

Within the third specified direction, the EU developed and implemented a set of important initiatives, many
of which are innovative in nature, the question of definitions is important.

The issue of classification of cybercrime causes the discussion among scientists (Jahankhani et al. 2014).
The cyber crimes are divided into types depending on the object, the assault object, and the means of
committing. For example, according to the assault object, there are the following types of cybercrime: offences
against the confidentiality, integrity and availability of computer data and computer networks, economic computer
crimes, computer crimes against personal rights and the inviolability of the private sphere, computer crimes
against public and state interests (Konradt et al. 2016).

3. Discussion

In order to determine whether an act was a crime we need a sign of wrongfulness (criminalization), so the
classification of cybercrime should be based on relevant legal acts, international treaties or national legislation.
Taking into account that all countries — EU members are members of the Council of Europe, the European Union
has gone the way of the adoption of its own acts in this sphere.
The most common classification is based on the norms of Convention on Cybercrime, adopted in the
framework of the Council of Europe, according to which there are allocated five types of cybercrime:
(1) crimes against the confidentiality, integrity and availability of computer data and systems such as
illegal access, illegal interception, data interference, interference in the system;
(2) crimes associated with the use of the computer as a means of committing crimes — namely, as a
means of manipulation of the information. This group includes computer fraud and computer forgery;
(3) crimes associated with content (content data). The most common and punishable in almost all states
of these cyber crimes are the crimes related to child pornography;
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(4) offences related to infringement of copyright and related rights, at that the establishment of such

offences is related by the document to the competence of national legislations of the states;

(5) the acts of racism and xenophobia committed through computer networks.

However, this Convention does not have a separate group for the use of the Internet for terrorist
purposes, but this problem is being discussed. The lack of an agreed definition of terrorism at the international
level currently hinders the debate on cyberterrorism as a phenomenon, the criminalization of which is necessary
as a universal for the entire international community. States and international organizations are making efforts in
order to combat Internet use by terrorist organizations — for example, at the European Union level, there is the
Clean IT project, aimed at combating the phenomenon.

However, not only the European Union is exposed to cyber attacks; in recent years the computing system
of the armed forces, large companies, government agencies of the United States are constantly attacked from
cyberspace. For example, the computers of the Pentagon can be exposed to dozens of attacks per day. At that,
of particular concern of the experts is organized attempt in this regard; the U.S. created a special presidential
Commission, including well-known experts in the field of information technology. The Commission called the
most vulnerable points in the infrastructure of the United States the energy, telecommunications, aviation
dispatch systems, financial, electronic transmission, government information and military weapon control system
(armament), and recommended the government to strengthen the protection of such objects (Willems 2011).

The concept of ‘cyberterrorism’ was founded by the merger of two words: ‘cyber (‘cyberspace’) and
‘terrorism’ (Gorge 2007). The terrorism, terrorists, terrorist activity — these concepts appear in the media almost
daily, but up to now there is no universal definition. The problem of defining the terrorism exists since the
manifestation of this phenomenon in public and political life. Thus, according to the American scientist Cassis,
there are over one hundred definitions of terrorism (Cassese 2001).

The analysis of the existing approaches to the definition of terrorism shows that the majority of world
scientists see the phenomenon as an expression of dissatisfaction with the existing socio-political situation that
violates the legal foundations of life and is associated with ideological and psychological expression (Tropina
2010). Each of the researchers, according to their academic commitment, place the primary emphasis on one of
these grounds (Authorities Losing the Battle against Cybercrime, Says UK's National Crime Agency 2016). So,
terrorism as a particular form of violence is defined as conscious and purposeful use by anyone of the violence
or threat of violence in order to force political leaders to implement political, economic, religious or ideological
goals of terrorist organizations. In the field of international relations, terrorism is an acute threat to international
security because it endangers the stability and peace in relations between individual states and groups of states,
provokes the tensions between them, often fueled dangerous international conflicts, prevent their resolution
(Kenney 2015). As rightly mentioned by many experts, the terrorism in the international arena acts as a tool of
interference in the internal affairs of states, disrupts international relations, violates human rights, international
law (Shipley and Bowker 2014). That's why the problem of terrorism is to be considered at the international level
as a direct threat to international security and the threat of cyberterrorism — as a second component of such
threats. Based on the primary concept of terrorism and its combination with the virtual space, we can derive the
following definition. Cyberterrorism is a complex action, which is expressed in a deliberate, politically motivated
attack on information, processed by computer and computer systems, endanger the life or health of people or the
onset of other grave consequences, if such actions were the performed for the purpose of violating public
security, intimidation of the population, provocation of the military conflict. One of the ways of cyber terrorism is a
politically motivated attack on information. It is a direct management of society by means of preventive
deterrence. This is manifested in the threat of violence, maintaining a state of constant fear with the purpose of
achieving certain political or other goals, coercion to certain actions, drawing attention to the identity of a terrorist
or cyberterrorist organizations, which it represents.

Based on the analysis of scientific literature, international documents and legislation of several countries,
it seems to be possible to select some of the distinguishing features of cyber-terrorism as a legal phenomenon
(Tehrani et al. 2013).

The first distinguishing characteristic of cyberterrorism is that it creates a common danger, which occurs
as a result of the threat or commission of a socially dangerous actions. The danger must be real and threaten to
the public.

The second distinctive characteristic of cyberterrorism is that the cyberterrorism acts have a public
character and get public publicity. Today, cyber terrorism is indeed a form of violence aimed at the mass
perception.
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The third distinctive characteristic of cyberterrorism noted by the researchers is the deliberate creation of
climate of tension, depression, fear on a social level, which is an objectively existing socio-psychological factor,
influencing others and driving them to any action in the interests of the cyberterrorists or acceptance of their
conditions.

The fourth distinctive characteristic of cyberterrorism is that when making cyberterrorists act, the
dangerous violence applies to some individuals or organizations for the purposes of the psychological impact
and inclination to a certain behavior of others.

The fifth characteristic of cyberterrorism is the distance from the place of direct terrorist act, the anonymity
of the criminals, a small material costs (since it does not require weapons, explosives), and the fact that it is
almost impossible to predict and trace cyberterrorists attacks in real time

Based on the works of researchers of cyber-terrorism (Goodman et al. 2007), as a phenomenon that
threatens the national security of the state, we can identify the following trends:

(1) The steady increase of created by it public danger, which is reflected in the fact that the general
level of extremism and terrorism throughout the world is constantly increasing. It should also be
noted that the modern achievements of scientific and technological progress increase the likelihood
of initially peaceful technology as a means of cyber-attacks, and such their use to the detriment is
sometimes not even perceived by the creators of these technologies.

(2) The scale of impact on different social layers. This trend is manifested in the use of cyberterrorists of
information and communication networks and systems through which occurs the impact on large
numbers of people (e.g., social networks), at weak censorship or the complete absence of any
control by the state, and in a quick and relatively cheap dissemination of information.

(3) The transformation of cyber-terrorism in a long-term factor in the political process. This is due to the
lack of major successes in countering it in the last decade and the creation of new prerequisites for
its further dissemination (globalization, scientific and technological progress), the worsening in a
number of countries of the numerous centers of the struggle for the revision of state borders,
religious, ideological and political contradictions.

(4) Increasing the level of its organization, which includes the creation of a deployed infrastructure of
terrorist activities on the Internet, the coordination of ideological and political positions, exchange of
information, coordination of ongoing actions and attacks without outside interference from the
intelligence services and law enforcement.

(5) The increasing of sophistication and inhumanity of cyberterrorist acts due to the fact that today
cyberterrorists have a real opportunity to disrupt the normal functioning of critical facilities of the
state (nuclear reactors, biological and chemical laboratories, etc.), which would lead to an
incalculable number of victims.

(6) The improvement of the technical equipment of cyberterrorists. The cyberterrorism refers to the
technological forms of terrorism. Unlike traditional, this kind of terrorism uses in the acts of terrorism
the latest achievements of science and technology in the field of computer and information
technology and radio electronics.

(7) The politicization of cyberterrorism, manifested in the desire of cyberterrorists to influence
government decision-making in order to weaken law enforcement, stopping legislative initiatives
through violent means (theft or destruction of information, blackmail, threats, damage to computers).

In terms of world-wide increasing of the processes of globalization and formation of information society,
cyberterrorism can act as an independent factor able to threaten individual states and the international
community as a whole.

Conclusion

The economic and scientific-technical policy of connection of a state to global open networks should provide the
protection of national information networks from cyberterrorism. This study allows to highlight the characteristics
of cyberterrorism;
(1) The danger arises as a result of committing of socially dangerous acts, threatening an indefinite circle
of persons.
(2) The acts of cyberterrorism are public and get common publicity.
(3) The deliberate creation of a climate of tension and fear on a social level.
(4) The violence is used against some individuals or organizations for the purposes of the psychological
impact and inclination to a certain behavior of others.
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(5) The distance from the place of direct terrorist act, the anonymity of the criminals, small material costs
(since it does not require weapons, explosives), and the fact that it is almost impossible to predict and
trace cyberterrorists attacks in real time.

It is proposed to define the concept of cyberterrorism and confirm it in international legal instruments. The
cyberterrorism is a complex action, which is expressed in a deliberate, politically motivated attack on information,
processed by computer and computer systems, endanger the life or health of people or the onset of other grave
consequences, if such actions were the performed for the purpose of violating public security, intimidation of the
population, provocation of the military conflict.

It seems necessary to include in the Convention on cybercrime a separate category for such kind of
crimes like cyberterrorism or the use of cyberspace for terrorist purposes.

The conducted research allows to offer the authors' definition of ‘cyberterrorism’ and to make a proposal
on the allocation of this crime in a separate type. Further studies will be conducted for a more detailed definition
of a measure of responsibility for the act, perhaps researchers will offer the direction of unification of international
legal acts in the field of combating cyber terrorism.
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